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The RASSA Initative — a harmonized RASSA

A Reference Architecture for
. t t h f t Secure Smart Grids in Austria
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Why does Austria need a Smart Grid A\RASSA
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Reference Architecture?

= Blue print for ef)gu ~~ Smart Grid gives a clear
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direction for e/nter ~ent in industry
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= Best-practice guidelines for DSOs ,. aftGr, Se
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= Avoid expensive island solutions
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RASSA Initiative Goals | g G

1. Define a consistent reference architecture for the Austrian smart
grid, thoroughly considering aspects like security, safety,
resilience, privacy,

2. Reach a consensus among all relevant stakeholders on contents
and utilization of the reference architecture,

3. Foresee sufficient degrees of freedom to allow a competitive
realization of the suggested reference architecture, and

4. Provide concrete guidance on the migration path from today’s grid
to a future smart grid infrastructure as expressed by the reference
architecture.
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RASSA

Why an Austrian
Reference Architecture?

International national
Architecture Architecture Solutions Austrian Domain

Framework Model
@ (Risk analysis)

,M/490 SGAM*

ENTSO-E Role NIST LRM" -
Model Based on NIST LRM
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»Intl. Reference Architecture Model”

Austrian Reference
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RASSA

Reference Architecture for
Secure Smart Grids in Austria
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- : RASSA
Related activities (selection) EN

Standardization as
starting poin@

Austrian data protection laws |EEE Communication stadards
BSI Protection Profiles GridWise interoperability Layers
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Architecture Model by CEN-
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NIST Guidelines for Smart Grid  NIST Interoperability Standards
Cyber Security, High-Level view Smart Grid Framework 3.0
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MM1

State of the Art:

Going wide angle US: NIST Reports like ,,Roadmap for Smart Grid Interoperability Standards“ SR-1108 or ,,Guidelines for Smart Grid Cyber
Security” IR 7628 have already worked on many Smart Grid aspects.

Going wide angle EU: SGAM with five interoperability layers - originally eight GridWise interoperability layers - widely accepted.

Or going very close: BSI Protection Profile, Common Criteria Profile for Gateway of Smart Metering System, Single Communication Standards in
ICT technologies and more are covering the bottoms up approach for making Smart Grid Reference Architectures possible.

Starting with this broad and detailed foundation, a holistic approach for a national secure smart grid reference architecture is motivated by
following slide.
Marcus Meisel; 15.09.2015



RASSA Process Preliminary Results
. . AN\ RASSA
Stakeholders & their Requirements

Operator Infrastructure User, Market

operation of the infrastructure,
Integration of renewa’bl/e

Institutional Framework

attractive conditions for grid
connection, availability of the
necessary data for new business

/ models

Formulation of the targets e.g.
sunstainable energy
generation, desire for secure

energy ressources

Design of the
framework conditions

Approval of the costs,

validation of the efficiency

Grid Operator

Energy
Supplier
and Retailer

Regular Public
Authority

Protection of critical
infrastructure

: : Ministries, Society, energy supply
public security Public Consumers, —
Security Politics

Ministries,
Business
Development

Technology
Provider

Implementation

of the h
technologlcal R \ secure energy supply,
requirements research and business location
Translator, innovation < Austria
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RASSA Process Preliminary Results AN\ RASSA
Scope of the Austrian Reference A= Remote reading of Meter Data |

similar to NIST 7628

Distribution Network Planning
Transmission System Operation
Generation

Markets

Customer Premises

Electric Mobility

Big Data .
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= Meter Firmware Update /
Upgrade

Advanced Metering Infrastructure
Active Distribution Grid Operation and Automation

=  Monitoring
=  Control (e.g. use of flexibilty)

Smart Metering + Energy Feedback,
including Security

DSM / DR

EV Charging
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N e Xt S t e S _ Reference Architecture for
Secure Smart Grids in Austria

= Detailled development and documentation of use cases
= Expert interviews resulting in use case related requirements
= Define methodology for reference architecture definition
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Austrian Use Case
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MM3
RASSA_Process Timeline with prioritized High Level Use Cases

Priorization and O O O O O

StakefiolderFrozess Stakeholder Relationship Management
I l I |

Requirements Risk Analysis,
) System Interfaces .
Analysis Emergency Scenarios

- RASSA-<project_name>
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* concrete realizations,
* sample solutions
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antiation into prototype * implementation oriented
User Integration, Smart Creation of a Guidelines for
Secondary Substation Migration Path Implementations
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MM3 Timeline of the projects so far part of the growing RASSA initiative. Specially mentioning the Stakeholder Process
Marcus Meisel; 15.09.2015
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